ITamsTKka Mo 6e30MaACHOCTH B I/IHTepHeTe

C KaXXIAbIM TOAOM MOJIOACKHN B HHTCPHCTC
CTaAaHOBHTLCA 6OJ'II)III€, a JCTH IKOJIbBHOTO BO3pacCTa
OJHHN M3 CaMbIX AKTHBHBIX noab3oBarenen Internet.
MG}KI[y TCM, IIOMHMO OI'POMHOIo KOJHYCCTBA

V) 2
520 g BO3MOXHOCTCHU, HMHTCPHCT HCCCT U HpO6JI€MI)I. OTta
\ * MmaMsATKa OJOJIXKHAa IIOMOYb Oe301acHo HaxXOaAUTHCA B

o AR CCTH.

KoMmnbroTepHbie BUPYChI

KoMIbroTepHbIli BUPYC — 3TO Pa3sHOBUAHOCTb KOMIIBIOTEPHBIX IMPOrpamw,
OTJIMYUTEIBHOW OCOOEHHOCTBIO KOTOPOM SIBJSIETCSI CLIOCOOHOCTh K Pa3MHOKEHHIO.
B nomnosiHeHHE K 3TOMY, BUPYCHI MOTYT HOBPEINUTH WJIM MOJHOCTBIO YHUUTOKUTH
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTro Obliia
3amyleHa 3apaXxéHHas MporpamMma, a TakkKe NOBPEIUTh WM Ja)Xe YHHUYTOXKHUTH
OIEpaIOHHYIO CUCTEMY CO BceMH (aiiamu B 1eoM. B OOJIBLIIMHCTBE CilydaeB
PacIpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOrPaMM:

. Hcnone3yiite COBPEMEHHBI
OlepalvOHHbIE CUCTEMBI, UMEIOITU
CEpbE3HBII YPOBEHDb 3aIIUTHI OT BPEJOHOCHBI
porpamm;

. [TocTosiHHO YCTaHABIIMBAUT
natyd  (uM@poBble  3alIaTKH,  KOTOPHI
ABTOMAaTHUYECKM YCTAaHABJIMBAIOTCS C LEIb
JIOpabOTKH MPOTpaMMBbl) U IPyTrue OOHOBJICHH
CBOEH orepauuoHHON cucTteMbl. CKauyuBauT
UX TOJBKO ¢ ouumanbHoro caira paszpadorunka OC. Ecnam cymiecTByeT pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUHUTE €r0;

. PaboTaiiTe Ha cBOeM KOMIIBIOTEpE MO MpaBaMU IOJIb30BATENs, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
MHCTAJNIMPOBATHCS HA IEPCOHATILHOM KOMIIBIOTEPE;

. Hcnone3yiiTe aHTUBUPYCHBIC MPOTPAMMHBIE TPOJYKTHI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

. OrpannybTe (U3NUECKUN TOCTYN K KOMIIBIOTEPY MJIS MOCTOPOHHUX
nu;

. Hcnone3yiiTe BHEIIHUE HOCUTENIU MHGOpPMALUM, Takhe Kak QIierika,
JTUCK Uiy (hai U3 HTEPHETA, TOIBKO U3 MTPOBEPEHHBIX HCTOYHUKOB;

. He oTkpeiBaiiTe  KOMIbIOTEpHBIC  (ailibl, TMOJYYCHHBICE W3

HEHaJ&KHBIX UCTOYHUKOB. Jlaxke Te (haiiyibl, KOTOphIE MPUCTIAT Balll 3HAKOMBIH.
Jlydiie yTouHuM y HEr0, OTHPABIISLI JIM OH UX BaM.
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) Cetu WI-FI
’f’-_? Wi-Fi - aT0 He Buja mepenayu JaHHBIX, HE TEXHOJOTHS, a BCETO
@ umbe Opena, mapka. Eme B 1991 romy HuaepiaHjackas KOMIIAHUS
3apeructpupoBana Openn «WECA», uTo 0003HA4asio CIIOBOCOYETAHUE
«Wireless Fidelity», koTOpbIii mepeBOIUTCS Kak «OecpoBOIHAS TOYHOCTHY». Jlo
HAIIETO BPEMEHM JoluIa apyras a00peBHarypa, KOTOpas SBISETCS TaKOW 3Ke
TexHonorueu. Ito abopesuarypa « Wi-Fi». Takoe Ha3BaHue OBLIO JAHO C HAMEKOM
Ha CTaHAapT BbICIIMIA 3BYKOBOiMl TexHuku Hi-Fi, uro B mepeBoge o3Hauaer
«BBICOKAsI TOYHOCTHY.
Jla, GecruiaTHBIM MHTEPHET-IOCTYN B Kade, OTENAX U adporopTax sIBISIETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOrMe sKcmepThl CUUTAIOT,
yT0 obmeaoctynHbie Wi-Fi ceTu He sBisitoTcst 6€30macHbIMU.

CoBeTbI 110 6€30MACHOCTH PadoTe B 001eTOCTYNMHBIX ceTsax Wi-fi:

. He nepenagaiite cBOIO JUYHYIO HHPOPMAIIUIO Yepe3 00IIEIOCTYITHbIE
Wi-Fi cetu. Pabotas B HUX, *eJaTeIbHO HE BBOAUTH MAPOJIH JIOCTYIIA, JOTHHBI U
KaKue-TO HOMEDA;

. Hcnonb3yiiTe ©U  OOHOBISINTE AHTUBUPYCHBIE MPOrPaMMbl U
Opanamayep. Tem cambIM Bbl 0oOe3omacute ceOsi OT 3aKaukd BHpyca Ha Balle
YCTPOWCTBO;

. [Tpu ucnionb3oBannu Wi-Fi otkimounte GyHKIno «OO0muUi 10CTyI K
daiiiam u npuHTepam». JlaHHas (yHKIUA 3aKpbiTa MO YMOJYAHUIO, OJIHAKO
HEKOTOPBIE MOJI30BATENN aKTUBUPYIOT €€ I y100CTBAa UCIIOJIb30BaHUs B paboTe
Wi yueoe;

. He uncnonp3yitte nyommunsiii WI-FI nis mepenaun JTUYHBIX TaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMAIBHBIE CETU WU B AJIEKTPOHHYIO MOYTY;

. Hcnonp3yiite ToNbKO 3amuiieHHoe coenunenue yepe3 HTTPS, a ne
HTTP, 1.e. npu Habope BeG-ampeca BBoau uMeHHO «https://»;

. B moOunsHOM Tenedone otkimounte Gynkiuio «Iloakmrouenue k Wi-
Fi aBromaTuuecku». He nomyckaii aBTOMaTHYECKOTO MOJKJIIOYEHUS YCTPOUCTBA K
cetssm Wi-Fi Oe3 Bamiero cornacusi.

ConuaJjibHbIE CETH
ConmanpHble CETH aKTHBHO BXOJISIT B HAIIl
JKW3Hb, MHOTHE JIIOAM PabOTalOT U JKUBYT Ta
nocTosHHO, a B Facebook yxe 3apeructpupona
MWUIAAPA  YEeJOBEK, YTO SBJSAETCS  OJHO
CeIbMOM BCEX JKWUTeNeu IutaHeTel. MHOrue
MOJIH30BATENIM HE IMOHUMAIOT, YTO HWH(pOpMAIUs
pa3MeIlIeHHass UMU B COIUAIBHBIX CETAX, MOXKET
ObITh HalJeHAa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HaMEpPEHUSIMU.
OcHOBHBbIE COBETHI 0 0€30MACHOCTH B COIHAJbHBIX CEeTAX:
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. OrpaHuubTe CHHMCOK Jpy3eil. Y Bac B APY3bsIX HE JOJKHO OBIThH
CIIy4ailHBIX U HE3HAKOMBbIX JIIOJICH;

. 3amuinaiTe CBOIO 4YacTHYIO >ku3Hb. He ykasbiBaiiTe mapodu,
TenedoHbl, aapeca, AaTy BAlllero POXKICHUS U APYTYIO JUYHYI0 HUH(GOPMAIHIO.
3II0yMBIIUIEHHUKA MOTYT MCIOJB30BAaTh Ja)XXe€ HH(POPMALHIO O TOM, KaK Bbl U
BalllM POJUTENH IUITAHUPYETE MPOBECTH KAHUKYJIbI,

. 3alMIanTe CBOK PENyTALMIO - JEPKUTE €€ B YHUCTOTE W 3ajaBai
cebe Bompoc: XOoTenu Obl BbI, YTOOBI JPYTHE IMOJIb30BATEIN BUJCIH, YTO BBI
sarpyxkaere? Ilomymaiite, mpexkae dYeM dYTO-TO OIyOJWKOBaTh, HAMHUCATh U
3arpy3uTh;

. Ecnu BBl roBOopuUTE C JIIOJABMH, KOTOPBIX HE 3HAETE, HE MCIOJIb3YHTE
CBOE peallbHOE UMS U JPYTYIO JIMYHYI0O UHQOpPMALUU: UMs, MECTO KUTEIbCTBA,
MECTO y4eObl U IIpoyee;

. N3beraiite pasmemienue ¢ororpaduii B VHTepHeTe, T1e BbI
U300pakeHbl HA MECTHOCTH, IO KOTOPOM MOXHO ONpENEeNUTh Balle
MECTOIOJIOKEHHE;

. [Ipu peructpanuu B COLUMAIBHOW CETH HEOOXOAUMO HCIIOIb30BaTh
CJIOXHBIE AP0, COCTOAIIME U3 OYKB U LIU(PP U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

. Jns  couuanbHOM CEeTH, MOYThl W JAPYIMX CaWTOB HEOOXOIUMO
UCITI0JIB30BaTh pa3Hble Nmapoiu. Toraa eciy Bac B3JIOMAIOT, TO 3JI0YMBIIIEHHUKU
MOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

JJIeKTPOHHBIE IeHbI'H

DJNEeKTPOHHBIE JIEHBI'M — 3TO OY€Hb YIOOHBIN CHOCOO MiaTexel, OHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTST MOJYYUTh 3TH JEHBI'M. DIIEKTPOHHBIE
JEHbI'M TMOSBWJIMCh COBCEM HEJABHO M HMMEHHO H3-32 3TOr0 BO MHOIHX
rocyAapcTBax 10 CUX IOp HE IPOMMCAHO MPO HUX B 3aKOHAX. DJIEKTPOHHBIE
JIEHBI'M Pa3JeNsItOT Ha HECKOJIBKO BHUJIOB — AHOHUMHBIE U HE aHOHUMHBbIE. PazHuIa
B TOM, YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcsi MPOBOAUTH ONEpaluu
0e3 uACHTHU(PUKAUUKU TOJIb30BATENs,, a B HE AHOHUMHBIX WIEHTU(UKAIUU
MOJIB30BATENsl ABJISIETCSl 00s3aTeNibHOM. Takke clneAyer pa3iauyarh 3JEKTPOHHbBIE
¢duatHple neHbru (paBHBI TOCYJApPCTBEHHBIM BaJOTaM) M DJIEKTPOHHBIE

He(uaTHbIE IeHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAIIOTaM).
OCHOBHbIe COBETHI 110 0e30IacHOI padoTe ¢ IJIEeKTPOHHBIMH IeHbIAMU:
ik n: :d = Ji‘?’ "3 . [IpuBspxute K cyety MOOMIIbHBIN TenedoH. DTo
) i i” "y $ amblil yIOOHBINH U OBICTPBIN CHOCOO BOCCTAHOBHUTH JTOCTYI
'!" cuery. [IpuBsi3aHHBII TenepoH MOMOXKET, ecnu 3a0ynere
BOM IUIATECKHBIM Mapojb WA 3alJIeTe Ha CauT ¢

€3HAKOMOTI'O YCTPOWCTBA;

. Hcnonbp3yiite onHopas3oseie naposd. [locie
epexojJia Ha YCHJICHHYIO aBTOPH3aLMIO BaM yXe He Oyner
yIpOXaTh OMACHOCTh Kpa)XM WJIM IepexBaTa IUIATEXKHOTO

“. 1 r,

o D
it

apoJIs;
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. BbiOepuTe CI0XKHBIA Maposib. IIpecTynmHukam OymeT He MPOCTO
yrajiaTh CJIOXHBIH Maposib. HaaeskHbIe Mapoid — 3TO Hapoji, KOTOPbIE COJCPIKAT
HE MeHee 8 3HaKOB M BKJIIOYAIOT B Ce0s1 CTPOYHBIC M MPOIMUCHBIE OYKBBI, (P U
HECKOJIbKO CHMBOJIOB, TaKHM€ KaK 3HAK Jojuiapa, pyHTa, BOCKIMIIATEIbHBIA 3HAK K
T.11. Harmpumep, $tROng!;

. He BBOMTE CBOM JIMUHBIC JaHHBIC Ha CaliTax, KOTOPHIM HE JOBEPSCTE.

DJIEKTPOHHASI I0YTA

DOneKkTpoHHass HoYyTra —  3TO  TEXHOJOrHus |
IIPEAOCTABISIEMbIE €10 YCIYTM II0 TEPECBUIKE M ITOJYYEHHIO
AJIEKTPOHHBIX ~ COOOILEHUH, KOTOpBIE PpaCIpelessoTcs B @ -
KOMIBIOTEPHON ceTH. OOBIYHO AJIEKTPOHHBIN MOYTOBBIN SIIKK
BBITJISIUT CJIEAYHOLIUM oOpa3zom:
UMs_T0Jb30BaTeNA(@HUMSL_JOMEHa. Takke Kpome Iepenadyu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD IepeaBaTh (ailibl.

OcHoBHBIE COBETHI 10 0€30MAaCHOI padoTe ¢ YJIEKTPOHHON MOYTOM:

. Hano BbIOupaiiTe npaBUiIbHBIA MTOYTOBBIM cEpBUC. B MHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIYYIlIE€ IOBEPATH TEM,
KOTO 3HA€Ib U KTO NIEPBBIM B PEUTUHTIE;

. He ykaspiBaiiTe B TU4HON mouTe AU4HYy0 uHbopmanuo. Hanpumep,
Jqy4uie BeIOpaTh «My3bIKanbHbIA (haHaT(@» niam «pok2013» BMecTo «temal 3»;

. Hcenonp3yi ABYXATANHYIO aBTOPU3ALMIO. JTO KOTJa IMMOMHUMO NapOJIs
HY>KHO BBOJUTB KOJI, ITPUChUIaEMbIN 10 SMS;

. BriOepure cioxHbI mapoib. JlIs Kakaoro IOYTOBOTO — SIIHMKA
JTOJDKEH OBITh CBOM HAJCKHBIN, YCTONYUBBIN K B3JIOMY 1apOJib;

. Ecnn ectb BO3MOXKHOCTH HamucaTb CaMOMY CBOM JIMYHBIA BOIPOC,
MCIIOJIB3YHM 3TY BO3MOXHOCTB;

. Hcnonp3yliTe HECKOJIBKO IMOYTOBBIX SIMUKOB. [IepBbIM 1719 4acTHOM

NEPENUCKU C aJpecaTamMH, KOTOPBIM Bbl JOBEPSETE. DTO 3JIEKTPOHHBIA aapec He
HAJI0 UCTIOIb30BATh MIPU PETUCTPALIMHU Ha OpyMax U calTax;

. He otkpsiBaiiTe Qailnbl U Apyrue BIOKEHUS B MUCbMaxX AaXe €CIU
OHM NPHUILIM OT TBOUX ApPy3€H. Jlydllle yTOUYHUTE Yy HUX, OTIPABIUIA JIU OHH Bam
9T (aiibl;

. [Tocne oxoH4aHusi pabOTHl Ha MOYTOBOM CEPBUCE MEPE] 3aKPbITUEM
BKJIQJIKU C CAUTOM HE 3a0y/IbTE€ HaaTh Ha « BBIATHY.

Kun6epOyiimHr wiim BUPTyaibHOE U3/1€BaTEIbCTBO
KubepOynmuar — npeciieIoBaHue COOOIIECHUSIMH,
OJIepKalUMHU OCKOpOJIeHHS, arpeccuio, 3ayTrUBaHUE;
XyJINTAHCTBO; COITUAIIBHOE OOMKOTUPOBAHKUE C TIOMOIIHIO PA3TMIHBIX
MHTEPHET-CEPBUCOB.
OcHoBHBIE cOBeTHI 10 00pbHOE ¢ KHOEPOYIIMHIOM:
. He Opocaiitech B Ooi. Jlyummii crioco6: mocoBeTOBaThCS Kak ceost
BECTH M, €CJIM HET TOro, K KOMYy MOKHO OOpaTUThCS, TO BHAYaje YCIIOKOUTHCS.
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Ecnn Hauate oTBEYaTh OCKOPOIEHUAMH Ha OCKOPOJIEHMSI, TO TOJBKO ele OoJblie
yCyryouTcs KOH(QIIUKT;

. AHOHMMHOCTB B ceTh MHUMasA. CylIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO
CTOMT 32 aHOHHMHBIM aKKayHTOM;

. He cTout BecTn XynuraHckuil 00pa3 BUPTyaJbHOW *U3HHU. IHTEpHET
dukcupyer Bce MACUCTBHS U COXpaHSET UX. YIaauThb UX OyAer KpaiiHe
3aTPYAHUTEIIBHO;

. UrHopupyiite eqMHUYHBbIM HeratuB. OJHOPA30BbIE OCKOPOUTEIbHBIE
cooOmIeHust Jydmie UrHopupoBaTh. OOBIMHO arpeccsi MpeKpamaeTcs Ha
HayaJIbHOU CTaJUH;

. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOILEHUSIMH,
B COLIMAJBHBIX CETSAX €CTh BO3MOYKHOCTb OJIOKHPOBKH OTIPAaBKH COOOIICHHUN C
OIIPEIECIICHHBIX aJPECOB;

. Ecnu Bbl cBuaerens kubepOysuiMHra. Bamm nelcTBusi: BBICTYIUTH
IIPOTUB IIPECIIENOBATENs, II0Ka3arb €My, 4YTO €ro JEHCTBUS OLICHUBAIOTCS
HEraTUBHO, NTOAJCPKUBANTE KEPTBY, KOTOPOU HY)KHA IICUXOJIOTUYECKas IOMOILb.

MooOuiabHbId TesaedoH

CoBpemeHnHble cMapT(OHBI U TUTAHIIETHI COJIEPAKAT B c€O€ BIOJIHE B3POCIIbIN
GyHKIIMOHAN, W TEmepb OHU MOTYT KOHKYPHUPOBATh CO CTAl[MOHAPHBIMHU
KoMmmbioTepamu. O HAKO, CPEACTB 3aITUTHI 1JIs MO I00HBIX
YCTPOMCTB MOKa OY€Hb Majo. TecTUpOBaHUE U TIOUCK
YSI3BUMOCTEM B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, KaK
mag  IIK, To ke camoe Kkacaerca MW MOOHMJIBHBIX
npuioxxeHuii. CoBpeMeHHbIE MOOMIIBHBIC Opay3ephl YxKe
MPAKTUYECKA JIOTHAJIM HACTOJBHBIE AHAJIOTH, OJHAKO
pacmupeHrie (QyHKIMOHANIa BJeYeT 3a co00il OOJIbIIy
CIOKHOCTh M MEHBUIYI0 3allMIIEHHOCThb. Jlalleko He BCe NPOU3BOJUTEIU
BBIITYCKAIOT OOHOBJICHUS, 3aKPBIBAIONINE KPUTUUYECKHE YSI3BUMOCTU JJIsi CBOMX
YCTPOWCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJIBLHOIO TesieoHa:

. Huuero He sBasieTcs mMoO-HAcTosIIeMy OeciulaTHbIM.  byabTe
OCTOpPO’HBI, Be/Ib KOTJa BaM IMpeJjararoT OeCIIaTHbI KOHTEHT, B HEM MOTYT
OBITh CKPBITHI KAKHE-TO IJIATHBIE YCIYTH;

. Hywmaiite, pexzae uem oTrpaBuTbh SMS, Goto unu Bumeo. Bel TouHo
3HaeTe, TJIe OHU Oy1yT B KOHEYHOM UTOTE?

. Heobxoaumo ~ OOHOBISITH  OMEPAIMOHHYIO  CHCTEMY  BAIllero
cMapTQoHa;

. Hcrnonp3yiiTe  aHTUBUPYCHBIE  MPOTpaMMbl  JJII  MOOWJIBHBIX
TenedOHOB;

. He 3arpyxaiite npuioXeHusi OT HEU3BECTHOIO UCTOYHUKA, BEAb OHU
MOTYT COJIEPKaTh BPEAOHOCHOE MPOTpaMMHOE 00€CIICUCHHUE;

. [Tocne TOro kak BbI BBIMIETE C CaWTa, TAE€ BBOAWIW JIMYHYIO

uH(popMmariuio, 3aiiiu B HaCTpOIKK Opaysepa u ynaiaute cookies;
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. [leproguuecku MpoBepsAld KaKWE IJIATHBIE YCIYyTH aKTUBHPOBAHBI Ha
BAaIlIEM HOMEDE;

. JlaBaiiTe cBOW HOMEp MOOWMJIBHOTO TeledoHa TOJMBKO JIHOJISM,
KOTOPBIX Bbl 3HAETE U KOMY JOBEPSIETE;

. Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia BBl UM HE IMOJIb3yeTech. He
3a0bIBaliTe HHOTA IPOBEPATH 3TO.

Online urpsi
CoBpeMEeHHbIE OHJIAMH-UTPBl — 3TO KPACOYHBIE,
paxBaTLIBAIOIIME PA3BICUYCHHsS, OOBEIUHAIONIME COTHU
[rbICAY 4YEJIOBEK II0 BceMy MHpy. Wrpokum wuccienyror
TaHHBI UM MUP, OOLIAIOTCS JPYT C IPYTOM, BBITOJHSIOT
BaZlaHusA, CPAKAIOTCA C MOHCTPAMHU U IIOJY4YarOT OIIBIT.
3a yIOBOJIBCTBUE OHM IUIATAT: IOKYHAKT JUCK,
OIJIAYMBAIOT A0OHEMEHT WJIM HPUOOpETarOT KaKUe-TO

OMIIUHU.

Bce »Tu cpeacTBa uayT Ha nojjepKaHUE U Pa3BUTHE UTPBI, & TAKKE HA camMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCS CUCTEMBbI aBTOPU3AIMU, BBIITYCKAIOTCS HOBBIC
natyu (Hu@poBbI€ 3aIJIATKHU sl TPOTPaAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.
B mogoOHbIX Urpax CTOUT oOmacaThCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIUU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI M0 0€30MACHOCTH TBOEr0 HTPOBOI0 AKKAYHTA:

. Ecomu npyroii wrpox BemeT ce0sS IUIOXO WM CO3JaeT BaMm
HETMPUSTHOCTH, 3a0JIOKUPYH €T0 B CIIMCKE UTPOKOB;

. [Toxanyltecr aAMUHUCTPATOPAM UIPBI HA IUIOXOE MOBEAEHUE 3TOrO
UTPOKA, )KEJIATENBHO MPUII0KUTh JOKA3aTEIbCTBA B BUJE CKPUHOB;

. He yxa3biBaiite nuuyHyo nHbOpMaIuio B ipodaiisie urpsel;

. YBaxalTe Jpyrux y4aCTHUKOB 110 UTPE;

. He ycranaBnuBaiite HeopuImaabHbIe TATYU U MOJIBI;

. Hcnonp3yiTe CIIOXKHBIE U Pa3HbIE ITAPOJIH;

. Jlaxxe BO BpeMmsi UTPbl HE CTOUT OTKJIHOYaTh aHTUBUpPYC. [loka BbI

UrpaeTe, Ball KOMIbIOTEP MOTYT 3apa3UTh.

@OUIIMHT WM KPAaXKa JUYHBIX JAHHBIX

OOBIYHOM Kpakell JIeHer U JOKYMEHTOR
CEroJlHs YK€ HUKOIO HE YAMBHUILb, HO C Pa3BUTUEM
WHTEPHET-TEXHOJIOT UM 3JI0YMBIJICHHUKY
MEPEMECTUIINCh B HWHTEPHET, H MOPOJOJDKAOT
3aHUMATbCS «IIOOMMBIMY» JE€JI0M. TakK ITOSIBHJIACKH
HOBasg yrpo3a: HWHTEPHET-MOIIECHHUYECTBA WIIN
(GUIIUHT, TJaBHAs I€Jdb KOTOPOrO COCTOUT B
MOJIyYCHUH KOH(PpUACHIIUATIBHBIX JIaHHBIX
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MOJIb30BaTeNIel — JIOTMHOB U Taposieil. Ha anrnuiickom si3eike phishing untaercs
kak ummHr (0T fishing — pbIOHAs JIOBIIA).
OcHoBHBIE COBeTHI 0 00pbOE ¢ PUIIMHTOM:
. Crnenure 3a cBOMM akkayHTOM. Eciu BBl mojo3peBaere, yTO Balla
aHkeTa ObUTa B3JIOMaHa, TO HEOOXOAUMO 3a0JOKUPOBAaTH €€ M COOOLIUTH
aJIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpeEe;

. Hcnonp3yiite Oe3omacHble BeO-CaliThl, B TOM YHCIIC, HHTCPHET-
Mara3uHOB U TOMCKOBBIX CUCTEM;
. Hcnone3yiiTe CI0KHBIE U pa3Hble Mapoiu. TakuM o0pa3oM, eciiu Bac

B3JIOMAIOT, TO 3JOYMBIIIJICHHUKNA MOJy4aT JOCTYN TOJIbKO K OJHOMY BallleMy
npoQuIIIo B CETH, a HE KO BCEM;

. Ecnu Bac B3noManu, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX
3HAaKOMBIX, KOTOpbIE JOOaBJIEHBl y Bac B JIPy3bsAX, O TOM, YTO Bac B3JIOMAJHU W,
BO3MOXKHO, OT Balllero HMMEHH OyJeT pacchbUiaThCsi CIaM M CChUIKA Ha
(UIIMHTOBBIE CATHI;

. YcranoBute HagexHbIN apoiib (PIN) Ha MOOMIBHBINM TenedoH;
. OTxiIrIOUnMTE COXpaHEeHHe mapoJisi B Opaysepe;
. He oTkpsiBaiiTe Qailnbl U Apyrue BIOXKEHUS B MUCbMaxX JaXe €CIU

OHM MPHUIILIK OT BamuXx Apy3eil. Jlydille yTouHUTe y HUX, OTOPABJISLIN JIX OHU BaMm
3T (halIIbL.

Indposas penyrauus

[udpoBas pemyrauus - 3TO0 HETaTUBHAsA WJIM MO3UTHBHAs WHMOpMaIMs B
et o Bac. Kommpomerupyromas wuHpOpMaus
pa3MEIICHHAs] B MHTEPHETE MOXET CEPhe3HBIM 00pazoM
OTPa3UThCS Ha Baliel peanbHON )u3HH. «l{udposas
pEITyTaIUs» - ATO Balll UMUK, KOTOPBINA (hopMupyercs
13 uHpoOpMalUd O Bac B HHTepHeTe. Bame mecto
PKUTENTLCTBA,  y4ueObl,  (MHAHCOBOE  IOJOKEHHUE,
0COOEHHOCTH XapakTepa U pacckKaszbl O ONM3KHX — BCE
PTO HAKAIJIMBAETCA B CETH.

MHorue mnOoApOCTKU JIETKOMBICIEHHO OTHOCSTCA K MYOJMKAlUM JIMYHOU
uH(popmanuu B MHTepHETE, HE MOHUMAsi BO3MOXKHBIX MOCIEACTBUN. Bbl naxe He
CMOXeEIIb J0TafaThcsi 0 ToM, 4yTo doTorpadusi, pa3MellleHHas: 5 JIeT Ha3aj, cTaja
MPUYMHOMN OTKa3a MPUHSATH Bac Ha paldoTy.

KommenTtapuu, pazmenienne Bammx ¢otorpaduit u Apyrue AeUCTBUSI MOTYT
HE MCYE3HYTh JIa)K€ MOCJI€ TOTO, KaK Bbl UX yAanuTe. Bbl HE 3HaeTe, KTO COXpaHUII
3Ty HH(pOpMaIMIO, TToTNaia I OHAa B TIOUCKOBBIE CHCTEMBI M COXPAHMIIACh JIU OHA, a
IJIaBHOE: YTO MOJyMAarOT O Bac OKPY’KAIOUIEEe JIOJM, KOTOPbIE HAUAYT U YBUJIAT
sTo. Halitn mHOpmMaIuio MHOTO JIET CIYCTS CMOXET JIF0OOW — Kak U3 J0OpBIX
noOyXJICHU, TaK W C HaMEPEHHWEM NPHUYUHUTH Bpei. ODTO MOXKET OBITh KTO

YTOJTHO.

OcHoBHbBIE COBETHI 10 3a1UTe NM(POBOM penyTanuu:
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. [Togymaiite, npexae 4eMm 4To-To MyOJIMKOBATh U MepeiaBaTh y ceOst B
0JIoT€ UK B COIMAIBHOMN CETH;

. B Hactpoiikax mnpo¢uisi yCTaHOBUTE OTpaHUYEHHUs HA IPOCMOTP
BaIIero NpoQuIs U €ro COAEPKHUMOTr0, Ceail ero TOIbKO «IJIsl Ipy3ei»;
. He pasmemiaiite u He yKka3blBaiiTe HMH(OPMAILINIO, KOTOPAs MOMKET

KOT0-THOO OCKOPOJISATH UIH O0MKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE IIKOJIBHUKM — AKTHBHBIE IOJIb30BATENH LU(POBOro
npoctpaHcTBa. OAHAKO JAJEKO HE BCE 3HAIOT, YTO II0JIb30BAHUE MHOTMMU
BO3MOXKHOCTSIMM ~ IIMPpoBOro  mupa TpeOyer  coOMOAeHHs MpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyalbHAsE COOCTBEHHOCTH» OTHOCUTCS K Ppa3IUYHbIM
TBOPEHHUSIM YEJIOBEUECKOIO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYaIOIMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTU , U 3aKaHUYMBasi KHUTaMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU ITPOU3BEACHUSIMH.

ABTOpCKHE 1paBa — 9TO 1pasa Ha

ABTOPCKOE MHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha IMPOU3BEACHUS
"PABU HAYKH, JMUTEpPaTypbl M HCKyccTBa. ABTOPCKHME IIpaBa
o BHICTYIIAIOT B KayeCcTBE  TAPaHTHMM  TOrO,  4YTO
MHTEJUIEKTYyaJIbHBIA/TBOPUECKUM TpyJ aBTOpa He OyAeT

HaIMpacHbIM, JAacT €My CIIpaBeJIUBbIE BO3MOXKHOCTH 3apadoTaTh Ha pe3yJbTarax
CBOETO TPyAa, NOJIYUYUTh U3BECTHOCTh U MPU3HAHUE.

Hukto 06e3 paspemieHuss aBTOpa HE MOXKET BOCHPOU3BOAHUTH €TI0
MPOU3BEJICHUE, PACIIPOCTPAHATh, MYOJUYHO JEMOHCTPUPOBATH, MPOAABATH,
UMIIOPTUPOBATh, yCKaTh B MpoKar, myOJIUYHO UCIIOJHSATD,
MOKa3bIBaTh/UCTIOJHATH B d(pupe ninu pazmeniath B iuTepHere.

Hcrnionp3oBaHne  «IUPATCKOT0» MPOTPAMMHOTO  OOECIICUCHUS  MOXKET
MPUBECTH K MHOTUM pHUCKaM: OT IOTE€PU MAAHHBIX K BaIlllUM aKKayHTam Ji0
OJIOKUPOBKH BaIlleTO YCTPOMNCTBA, T/Ie YCTAaHOBJIEHA HE JierajbHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYET JieTajlbHble M OECIIaTHBIE MPOrPaMMBI,
KOTOPBIE MOKHO HAlTH B CETH.
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